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MICROSOFT 365 BACKUP

With Office 365, data ownership belongs to you

It's easy to perceive that Microsoft is responsible for protecting the long-term retention of your
Office 365 data. However, they are only accountable for the infrastructure, simply playing the role
of custodian. Processing your data - protecting the data itself is your responsibility.

Microsoft’s Responsibility
Learn more from the Office 365
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GLOBAL
INFRASTRUCTURE

Uptime of the
Microsoft Office
345 Cloud Service

YOUR OFFICE
365 DATA

Access and control
of your data
residing in Office
365

Supporting
Technology

Office 365 Data
Replication
DC to DC
geo-redundancy

Recycle Bin
Limited, short term
data loss recovery

(no point in time
recovery)

Office 365 Backup
Copy of your data
stored in a different

location

Full Data Retention
Short term & long
term retention filling

Security

Infrastructure Level

Physical Security
Logical Security

App-Level Security
User/Admin Controls

Data Level

Internal:
Accidental Deletion
Malicious Insiders
Employee Retaliation
Evidence Tampering

External:
Ransomware
Malware

Regulatory

Role as data
processor

Data Privacy
Regulatory Controls
Industry Certifications
HIPPA, Sarbanes-Oxley

Role as Data Owner

Answer to corporate
and industiry regulations

Demands from internal,
legal and compliance
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any/all policy gaps
granular & point-in-time

Why backing up Office 365 is critical

Implementing a Microsoft 365 backup solution protects you against security threats and
accidental deletion. Microsoft 365 offers two deletion types.

First, a soft delete occurs when emptying the 'deleted items'
folder residing in the 'recoverable items' mailbox for 90 days
until automatically becoming a hard delete. Alternatively, a
hard delete occurs when an item is tagged to be purged
from the mailbox database completely. Once this happens,
it is unrecoverable. The average time from data
compromise to discovery is over 140 days, which is too late

Watch the video fo find out more
about how our backup solution
works
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NSP's Microsoft 365 backup nullifies the risk of deletion by -

providing an unlimited backup of all your email, One Drive,
SharePoint and Teams data, with the ability o quickly
retrieve a file from backup before it is corrupted or deleted.

@ Retire Sites, Groups, Teams

way that lets your security team sleep easy



https://vimeo.com/443251009
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Elements covered by NSP's Office 365 Backup

Exchange Online: Mailboxes, Archives, folders, chats, calendars, contacts, messages, permissions.
SharePoint Online: Sites, lists, libraries, folders, items, metadata, security settings, version history.
Microsoft 365 Groups: Group files, conversations, notebooks, sites.

Microsoft Teams: Teams channels, private channels, conversations, work files, meeting items.
OneDrive for Business: Lists, libraries, folders, items, metadata, security settings, version history.
Public Folders: Mailboxes, messages, files, contacts, forms, postings.

Project Online: Project plans, jobs, tasks, files.

Planner: Tasks, buckets, progress, labels, assignments.

NSP 4-STEP BACKUP PROCESS

Cornnect Data Test
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Benefits Cost Structure
e No administrative burden e Per Microsoft 365 licensed mailbox
e Fully managed architecture ¢ No bandwidth fees
e No additional storage cost e Nosetupfees
e Self-service recovery console ¢ No sftorage fees
e Unlimited bandwith e No retention policy limitations
e Nodatacap ¢ Month-to-month / 1-2-3 year contracts
*  100% uptime guarantee e SharePoint Online included
e Data stored in different location e OnebDrive for business included
Tech Specs Protecting Against
e Backup occurs once daily e Accidental deletion
e Storage quota is unlimited e Retention policy gaps and confusion
e Retfention policy is unrestricted e Infernal security threats

e Legal and compliance requirements
e Managing hybrid email deployments
and migrations to Microsoft 365



